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Contra Big Data — When the algorithm knows too much

Walter Hatak

“If you have nothing to hide, you have nothing to be afraid of”, is a popular argument when it comes to the curtailment of the private sphere, whether by public surveillance, social media, or
Big Data. What is at the core of this argument? After all, the user of social media platforms decides which of their private information to relinquish for public consumption. And why should |
keep the fact that | like Harley Davidson and the Wu-Tang Clan a secret?

The scientist Michael Kosinski researched this question, i.e. whether the so-called likes on facebook say more about a person than the preferences thus articulated, at the University of
Cambridge in 2012.[1] To this end he and his colleagues built a facebook app that would create a personality profile for free if the user agreed to fill in a form and share their facebook
profile. Subsequently, Kosinski would look for statistical relationships between likes and the personality structures thus compiled. The results were startling — it was possible to predict on the
basis of the likes with an 88% accuracy rate whether a person was homosexual or heterosexual. The political view could be modelled at an 85% accuracy rate. On the basis of the interests
mentioned earlier for example, the user could be expected to be heterosexual (listens to Wu-Tang Clan) and of below-par intelligence (likes Harley Davidson).

In his follow-up research project in 2014, Kosinski compared the accuracy of a personality analysis based on facebook likes to an assessment by the immediate environment of the
subject.[2] The results were frightening: from 10 likes upwards, the computer can give a better assessment of a person than their work colleagues, from 70 likes upwards better than their
friends, from 150 likes upwards better than their family members, and from 300 likes upwards the computer beats the subject’'s own spouse when it comes to personality assessment. And
that only takes a fraction of the digital footprint into consideration that we leave every day! If the algorithm were to be complemented by search queries, the browser history, and online
purchases, even more precise statements could be made.

Knowing that somebody owns a dog and sending that person advertisements for dog food does not seem shady. But knowing that someone is pregnant and sending her advertisement
material for baby bottles and maternity clothes might constitute an unwanted breach of privacy with undesirable consequences for the person in question. Maybe the mother-to-be wanted to
keep her pregnancy a secret for a little while longer? The manipulation of voting during elections by tapping into fears that thanks to social media can be addressed to the potential voter
depending on their personality structure is unacceptable. It constitutes an attack on the basic fundament of our democracy, when the perfect conveyance of the fitting message trumps facts
and political programmes in terms of relevance. In this context it therefore seems almost grotesque when the most important former client of Cambridge Analytica and President of the USA
uses the expression “fake news”.

Edward Snowden, who has leaked information on how our digital footprint is analysed by governmental surveillance software, has refuted the aforementioned argument therefore as follows:
“Arguing that you don’t care about the right to privacy because you have nothing to hide, is no different than saying you don’t care about free speech because you have nothing to say.”

[1] Kosinski et al. (2013): “Private traits and attributes are predictable from digital records of human behavior”

[2] Kosinski et al. (2015): “Computer-based personality judgments are more accurate than those made by humans*
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